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o BN BAARY BRI 44325 F BT AR B S aw [i] .

o AESZEM O WATE B R: FHRBE. T, 7R
A HEAm,

o ARERFEA N TR B4, FAEFZIT 4 Fask RAR
AAE B A K.

o FANANBRHTE, BEFEMMWELEFR—H,

o mEABEIRGRE YR LEINNI, X T HAESH)
R EMPTREN, B e B E LTS ERY.
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AESHISE(FT X #ByteSub)

o SEREHEE
o SENE#RE
o SERREEE#

o SEE WA
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SR TTRE AR RIGE R SE Rt AT4hiTEE
SEMIT, [FANTBESENFI. HATMFFHESEME R
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xly 0 1 2 3 4 3) 6 7 8 9 A B C D E F
0 63 7C 77 B F2 | 6B | 6F | C5 30 01 67 2B FE D7 | AB 76
1 CA | 82 C9 /D | FA | 59 47 FO | AD D4 A2 | AF | 9C | A4 72 Co
2 B7 | FD 93 26 36 | 3F | F7 | CC 34 A5 ES F1 71 D8 31 15
3 04 C7 23 C3 18 96 05 9A 07 12 80 E2 | EB 27 B2 75
4 09 83 2C 1A | 1B | 6E | 5A | AOQ 52 3B D6 B3 29 E3 2F 84
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6 DO | EF | AA | FB | 43 | 4D | 33 85 45 F9 02 7F 50 3C 9F A8
7 o1 A3 40 8F 92 | 9D | 38 F5 BC B6 DA 21 10 FF F3 D2
8 CD | 0C 13 EC | 5F | 97 44 17 C4 A7 7E 3D 64 sD 19 73
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A EO 32 3A OA | 49 06 24 | 5C C2 D3 | AC 62 91 95 E4 79
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F 8C | Al 89 OD | BF | E6 | 42 68 41 99 2D OF BO o4 BB 16

60

CNR@HEU

http://machunguang.hrbeu.edu.cn




SERRBFE
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BEF TR

o ST ISR BEIT R

o HitEIIEY;

b, 0 0 1
b, 1 0 0
b, 0 1 0
b, 1 0 1
b, 0 1 0
b 0 0 1
b, 1 0 0
b, 0 1 0
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SEMWTHAEERT IE O A &M FEM 2B . Rijndael
I & 2 4 T - SR 2R F A\ AL A B AL 2 18] JL- 308 A e ) i
it B EARREE A — AN B R BUE R SR B N\ B AT
B2, nsh, EREERFPEAENEEFESESEFTERAS
M R[SE(a)=a]l, WRkA “KkAsIR” [SE(a)=i¥a].

R, SEMIETHR), BliFSE[S&E(a)l=a. AT, S
& (a)=¥SHE ()N RIL, ERXNEN ESEARBETR. Flu,
S£&({95})={2A}, {Hi¥iSA({95})={AD}.
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AESH{TH{L(ShiftRow)
TR R TSERMMLN, X, Flar

ﬁﬁ?ﬁ@lﬁ&% HI 3017 A 07T, ﬁ%‘ﬁf?’ii%?m ;3

T ER2FT, BITEBEIFT, WTHNEFIR. NiZEH

LN, XERSIEEET 7 EdE, BEBAGEHI®ES

HEATHINRE T .
PATH R TT R B

H

A R T— . B AR
(% AT AL B T RS EIE R S =4T
M R AE)
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45| Frél BRI EUH , FEINTE T
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1, BDOZR SR R

A)Z%EE B, H)THRRE AR ZS N 2 5 8] S8
E, B, TBRENTTN—FBR 75+, 4
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AESHIFIE & (MixColumn)

IR ERIY, ROARSEEFIH)

FAN SN GF(28) /Y

2N, BS I EERNZ N c(X)ATEXH13RE, B
Re(x) —AEXH AT £ TR
c(x)=03"x3+’01"x2+’01"x+’02’;

#: b(x)=c(x) *a(x) mod (x4+1)

M| 102 03 01 01
»| |01 02 03 01
o, | 101 01 01 03
o,| |03 010102
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U E
d
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OE OB 0D 09
09 OE OB 0D
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AESHYFI;E(MixColumn)

. 02 03 01 01] b, 73] |02 03 01 0111
| |o1 02 03 01| b,| % |6b| |01 02 03 01| 09
,| |01 01 01 03|/b, | gy |ba| |01 01 01 03|01
;| 103 01 01 02| by a7| |03 01 01 02| 35

CNR@HEU http://machunguang.hrbeu.edu.cn




SR AR F Z il

b(x) = (b,x° +b,x* +b,x +b,)mod(x* +1)
a(x)=(a,x’+a,x*+ax+a,)mod(x*+1)
b(x) =c(x)a(x)mod(x* +1)

o X 'mod(x* +1) = x'Mmed?)

. b, =a,c,® a,c,® a,c, ® a,c,
b, =a,c,® a,c,® a,c, ® a,c,
b, =a,c, ® a,c,® a,c, ® a,c,
b, =a,c,® a,c,® a,c, ® a,c,

£ AESH , I
c(x)=03x°+01x*+01x+02
M ¢c*(x)=0Bx*+0Dx*+09x+0E
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SEEVT

PR BRI R B R TEM 7 HH s KB R i
Zlemiy, XE/ERIINIETTTE RFINBIEE.
PIRERZ BT RN ZRERELT L REHRE, Al

B ALY 5 A B ARLAE R

Ah, FNREZEFI RS, BI{01}, {02}, {03}

TEEPITRRF RN, T F 5 RER R

NS

2
-;I\

R TRERNFRE, INEGIN RS EEE,
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o 5O R S e & S B R AR aE
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AESHIZE$HA X,

BRI RER AT 2 A, REER 404N 51K
BATY 78, R AT4AF(ED HFEASA 2 FRLELS)) A
W(0) ,W(1) ,W(2)FIW(3), FAFrFLLid =77 2=
MRIARARELE, BAFF B TFAHE:
W(i)=W(i—4) XOR W(i—1)
R4 EE, B2FiFHWTERFE:
W(i)=W(i—4) XOR T[W(i—1)]
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T[W(i-1)]RISE G N

o MBIHBEW(I-1)RITTRBL, BR—1FT, HEiEl, abcd
A R% 1 beda.

o KXANFHIEASENTA, HHFH4FHefgh,

¢ ®BEERcon[iJLT%.

o XFAEREIERS]: [e XOR Rconli], f, g, h] .

i 1 2 3 4 5
Rcon[i] | 010000000 | 020000000 040000000 | 080000000 | 100000000
i 6 7 8 9 10
Rcon[i] | 200000000 | 400000000 800000000 | 1b00O0O0O0O00 | 360000000

[il= (RC[i],'00","00","00 ")
RC[|]=X-RC[|—1]=X "mod( x° + x*+x*+x+1) (i=1)
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wAT RV

o 4B BARREANTMMEIT T E R TANHIL L,
{akoid i B B 40 TAEAT R L NN F B EH T LAY
REA.

o RAKFEZTRIRATARL.

o FHNHF ALY AT — L,

o RBHIELEUGIERTHAGERT SO BTHANEFFTR
Z
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AES&iT EREFE

o LEDESAAIL, ¥FHHIBR AR, AT LAY K.

o SEALF FHWm R EGRET EME, BIATHE SR
Ja 18 IR,

o BT RFIEFANFHALGIELRMERES, REAT TH
B, HFEIT AR,

¢ IWFAME EIFGALERATE 64, 2 BATUARPRYE
%t s,
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AESHIZ M

o FEH
ABS R+ ERZ AT ARe), AhFh@BEIERT—K,

iX A8 50,55 F AW AR

o ENSTRLEHES T
BT AKX E T XA ENF R, FABSEAR
ESRUEA & U

¢ HBHFBEUE
PHEBIVRARSIER, HEEREFT K.

CNR@HEU http://machunguang.hrbeu.edu.cn



AESFIDESH{l 2 &b

o —HHE ) IBHRAEGZEMR, ERHEE. KRS
BE. TEARAXR, RZIMFRE.

o AESH)F Z AT A FTDESF S&Z Ay 4 T 4R 7+ 3.

e ABS#Z| RAE H ) B 2L RB W T H A E ¥ A, ®WDES
FERRE A B 5 £ 14— FRFEA b R BR.

o AESHYIELZ MiZ H & F K% (ByteSub), *t i -FDESH fe—
G AE & iE HSE

o ATH4E FARIE T B —AT0 FF RAURY h L C 4T3 AL 4
F9, MERLCTAGFT, X5DESY FE PR,
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AESFIDESA Gz &b

o AESHB4AKE (12843, 1924%. 2564%) =T & 49, ®DESH
SRAR K B 2 564,
o DESR @@ AFe9 2 F, ABSEE@F P HE A,

L L

VA

YefR 3 %5, DESN A bFR4),

r.—.’-»:.fg‘ & ARIE B ok B 7 5o o2 8 VA 2

b

@
A
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SAERERINEE

ERRERAY, §EMEQHLNKBEZTETLY,
BPERXTRAZIFZH8, AEEH—2RE, RF
Woim Al X e A KA, M, LEERAE L IEEX
KR LGt aFE. EARF, ARGERG2L
M, FEEMIER. . AR GIE, XFFEKR
BAFEGEL G IEEINRZFAEX, LHRASEFE
R EWEBATHEN., BARNE T ZARED. —% R4,
Fo— b 0] 35 H G404
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AT RRIERL

o W T FAMEN(ECB, Electronic Code Book)

o B4t 4:442X(CBC, Clipher Block

Chaining)
o AR5 AEX(CFB, Cipher Feedback)

o #ri B2 (OFB, Output Feedback)
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B FELEEN (ECB)

o B A2
HH SCOT 4P, B SC A4 P, 9IS AP,
EHK — e Il ----------- I
T AHC, B AAC,
iR o i3 A2

K — T el ----------- i

AP, B SC 74P, B SCor 4P,
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ECBIRIFF =

o MXFMERE, T2/ TAFTKRELEHERL G EE
i%;

o MRIAX (AR FEAT) FHMARANEL, BFALTFEH
FEAXKRAEEITEIABR, 59 KRGS E.
4R F AR E AR B E

o HBRPM: SEGMEFAIRT TFHLEHE, TERFAT
&k 3E
o IR ﬁ“*ﬂ*%¢ﬁ*A&§Amﬁﬁﬁﬂ%%

") % 2 ﬂ%%?
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CBCHi =

— RN ESAEAT LR, BNELSATRBT
FREECHASSE, TARM T C W& 6 TR 240,

) AR GIEASL, BPEARRI ¢ BA T LRI TR B 5E, &

T B St aT
) BEBRBM: T AERAELSEYERABREEZRECIAN

AR A2 o 2\2n.h Yo I 5 44k 1
T NA /J:L'LJJI—"’/ﬂ ’ /l‘ Flb N7l 1 N’i,

) AR BXSEF A — AN F AR
ALBE IR, AIRAEIE A R,
) IEAE ZIVAE ZRE, CTARAIHBXEEL—RFE
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#BREE (CFB)

(AL FFER) «—— v
V| 64-jLbdr | jlLbkr 64-j Lbir | j HidT
Jiji
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CFBEI\ 43
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AN )

o HERMAEELILR, TEZEANBRESBALEELZET R
BAT AR IR,

o THTRYFIEA.

o EA CBCAEX #4E =

o MAFHAR R H At AL,

o KIEFEMMFENRERK, EREEI2KE.
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(BALEFFFAS)
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V| 64-j ks

j ok
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%‘: % j Ebk
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OFB%i =

o OFBAEX ZCPBAEX #)—Frikit, LIRM4EERAISEWH KM
A, 25t % AL BOR T 3#ATER;

¢ OFBEXREA AR TR, BRAZRKERYR Y, &
T 3 AR

o MIEMEIVAERE, BEFN &XPER T HIV;
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SEFRRNRIERIN NG

, ECBRJ k. R LU UFTAEX, [2E oK,
— & NI 751 A ECBAn K &, (2w R R I FEAEIE, S
% 4R, ECBU|ZRIFeqik#.

) CBCEAIMmE, mER Y 4R TSR ARE T XK,
A B R AT,

) CFBE'® A EF R F| T Fe RN, SLrnld ) 24
Ry E, LEFRFIKRIAEGE

) OFBR AR S B4R T A X, 2FA SERE T
#.
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o FHFERIR T

o DESE IS H

o AESE I

o HFEHIBRIETT A
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