


K

HNEEARS

o HFRHAHIRA

o ZTRSAHIFX4

o HTBHA BT
» ElGamal# 5% 4

> Schnorr¥ 54 4%

» DSASRF & 4

o ETECCHFZ4

CNR@HEU http://machunguang.hrbeu.edu.cn



Tt

5

FEEAR—MESNBHIATN, WMEE. FTHN. X
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X2 hH R B FRAEAFHERNTGTE, R
2 HIVH B RE S IR {E P 4% P AR Hr

EIASHFURERERE, BAERAERE. %
BENAT T AERLIE BUREASER, BRERER
WHIE RN BFEARWE LRERNEEFRZ
—, HEIRENZNIERTATZ .

BrBARHEEFETFEREAIE TN,
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MFEREFEXZZNAE

o (BRI BFBHLME

XY FPERLRFEEGNDBART 2 BHTFELLE
ERBBBHE ERE TS

1244 HIVH B RE S TE B M 4 h 4%
Wi. TFEELEAEANRZETT L.

KAiE: FEXZARBEIRESHLHNZLHT BRI

#7254 A H B L AT RIS UE B IERKE .

BrEAHE R AN MFEEL KRR 2T .

o FHEFREHR, HP

N

B, BEEEMmFE,

AT . BFETROMIFIET
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R D v

B8 $ 74 4 (Digital Signature), WK EE?*“Z &
R INERE — BT P —HE B WA 5 3R, E-F
FA 8022 5 v BB B0 VR 0% B SO AT o5 B 'mﬂl?*lﬁ
AT INETERR, BT RERE T 560 LR K& N BT
SCHEBIATT,  FFREg R NCE AR IIE X B SO i g A8
HRBHENEIE.

SIS UUFHIFIX A H B NIEEW T BEIHIETH B K%
HERIREEARREBHELT. JBCE kA BIEFE
MRET, BTEBRAAIZ BRIM Sy, B I0E B 2 ik
BRI FEFHEAR
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B 7 & BRI

o HFBELHAHENRRR, EAENFELRTTIE, EEMN
Z7E, BREHMAE. BRETEE. AT NESEIEEE

BN

o FFLANERERBE—FFER, FE - NLELEMEHKENS
FMME RMAE—E. —MHBREFRL LR ER 1,
Egﬂ%#ﬁ%&%@%%ﬂiﬁ%%/ﬁﬁ% , WARE T LE B

o HFBLETHFESINRG: —RAHEZEN, RAHEHA
HEA BRE: “RFERTFRLNE—BBERFEHDHA.

o SHENEANER: HEMENBE gL KIER, X
EREZHIRZER; M— N RFHHEBREN—MERL
KIS, wEFE<E, RATRENHEHERZEZELZ G4 RIERSE
7, HAREREZ NRIEHET .
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YFrHEBHNREEK

o A REA] LAY I IE Y ;
B E B EEAENTHEHERES

o BZARADAINIER;
BRT24%, BAANBRBEZE)ARHNEHEBRIZEL.

o ZARASTEM;
[F]—¥H BAS B 2 KA 44 = XA R .

o BARANTHBIH;
BAEBREARIBNEERNES, HIMGFE, FE=777]
R
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WFrEZEBFEENHENEXK

o R4 IR I S PR A 4 A 1 — B B DA A R 7S
N, IR, BERHENA I — L B R et

o BAMFERBNES .

o L NIRBIMBIE R NE S -

o M BSR4 M i SR B 0 9 A3 —
1B R A AE T AR R AT A
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HFrERTTRIVEK

P EE B THARR,
BI{P,S,K,Sign,Ver}.

P:BH A5 [H];
S: %4436
K: % H =2 ] ;
Sign: A H%;
Ver: i iE H.%:;
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YFrERNEE

o RANIIENITTE
A4 7T R BN R 40
o ZHERTE
FH P A 45 2 R EIENE B A 244 s=Sign (m)
o ZRBIETE
EE I A RS UE T AN 45 R BRI R IHAT
ik, BHEBLZPERE. Ver (s, m) =081,
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ETXHREL AN FER

RAXNEEWSYREEELE, BHEREERZL
REMZBEA, AMHRRREZELBIEE G, BER—IFK
7~ CEE IR R @ — R ARAERAY. JkkHTEEﬂ:AE'Jﬁ%E, X
TiEN B O KHBHEETFURIN. XM AFRF, FEEE
HEEMERINMNBUSEE AP BEE. ARSI A E:

D X—>A: MIE,L[ID,IIH(M)].

@ A-Y: EAY[IDXIIMIIEXA[IDXIIH(M)]IIT]

Hﬁ-’l?H*ﬂA'?Y#%E'JT-’EH, H(M)Z MBI A1, TxEHT'Sé“f
ID, =X 547 -
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E TR EBERRNRTFER (5

o ZEOF, XPAEL[IDyIHMITENE S MAEL, BMEE
ZREA. FEQFARIXIRIFINBEMID,. T—EINEE K
7£Y, EFPTHTRYRSEIAKPIEBEARZIBEERER.
YXTLI&@JE’J N AR T A R 45 SR AT 1 R DA &8 IR 4 LIS
fEH.

o MBRHIMEH, YOI EHRE WBIFIMBIBAREX, K
E oy [IDyIMIIE, ,[ID, [IH(M)]IIT]

o RZA, HAME, AHKAY#E®EE, BHHK A

E, A[IDIIH(M)If#2E, FEXSTH(M)IDCAEGAE, M TEAE T XH)&
£ o

CNR@HEU http://machunguang.hrbeu.edu.cn =5



ETXMMEBRERHNAFTER(REM)

> BTYREK,,, FRREEEREXNLS, BYANY
1, ABZIE

BERHETAP

N

MR A5 . Ff AFERE N id ]

Eglz

BXMYHEREREE, XN TRITREZARAL
AfEH, BRAGARBRERS.
> ZER R P ERE AT IR AT INR TS KT
HIVH 2, AR R Ay E R T . X — A&
AR AN BRI T5 515 AR R .
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RSABIFZERZHF R(#IR1L)

1. IBRAN KRB Mg, WNBKERZIE, 1024/
2. iHEn=p*q, (n)=(p-1)(q-1)

3. FEPLIEEUE K e(1<e<y(n)), i/ Egcd(e,w(n))=1
4.i+%d, W Ed*e=1 (mody(n)) -

F: nAF, pHgfRE.
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RSAHF&H %77 R (FZ A FILWIE)

1.0 H—1Z &2 Hash& #hk =4 E B ZEh(m).
2. %44 Hik it EH & 4 s=Sign,(m)=h(m)9 mod n.
AT R7 S

1.5 %R H— 22K Hashi® Eh it ZH B ZEh(m).

2. A% h(m) mod n=s® mod n B &L, HIHEE
BER, BN, TLALN.
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RSAHIFE R R(EFMHMHE)

BT s=h(m)modn
d*e=1 (mody(n))
FrlL s mod n=h(m)e4 mod n
=h(m) mod n
= h(m) *h(m) (") mod n
=h(m)* (h(m) ")k mod n
= h(m)
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RSA¥FZE 277 R(Z4H1)

o #IR1L:

BREAEEpPp =13, q=11, e=13, NlAn=pq=143, @(n)= (p-
1)(g-1) = 12X 10 = 120. Rffed = 13d = 1(mod 120) /& d = 37. FHit
AIAHA (n=143,e=13) ; FAEHNd = 37,

o FRIIIE:
BR5EH EmiHashfEh(m) =16, Ni+&Em%4s = h(m)?mod n =
163" mod 143 = 3,
o IMIEEEE:
BEXEBRIIZL G, itHs® modn=33mod 143 =16, h(m)
mod n =16 mod 143 =16, %= h(m) mod n = semod niliz, FHit,
BInIE A2 H R
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RSARIFEZERA T R(ZEMH)

> e RE FHashdBE, WY &n, m, 95 % 57 Hs, =
m® mod n , s, = m? mod n, BIRKXFHAEMFTXHNE
%, BT AL Emyrm, B9 L s *s,,

FIFREERT, st HHashEe &L R ABFEL 4

A 7= n L1 a‘é‘&kkﬁiAﬂA?fLL’
AL, T _EAN KKW%@‘@Z‘U%&‘LKHJQX

P ROAB L FZ ELGAZLTEAWEA, BPxTE—F LA
Bl Bf 2| & 4 £ A8 F) 4.
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ETEBNBRAFER

> ElGamald &% 4

» Schnorr¥c 34 4

> DSA¥F K4
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ElgamalZZ B A (#iaLfEa)

¢ YIIEML:

BRI N RKE R, AEZp KA BO 2 .
Rk FE—NERIug EZp*, THHy=e* mod p, WATF
#y, g, p, AHHx.

¢ BH/IIIE:
WIFEH B AN, FAEGEFERISkEZp* , THHE:

r=(gk mod p)

sE(h(m)—xr)k! mod (p-1)

M FEL N (s, ), FHAFh(Q HNHashkF.

¥
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Elgamal% & & /& (3 iE)

© gﬁlﬁﬂ/%
B EAWREEEBnNELE (1, s) G, HEHHE
h(m), 2/ERIEE:

YI‘I-S E gh(m) mod p

MERXMAL, NMBFELAR: SNELTH.
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ElgamalZ & B A (IEfE)

SWSE
r=(gk mod p)
s=(h(m)-xr)k™! mod (p-1)
FTEA:

ks Eh(m)—xr mod (p-1)
gks Egh(m)—xr mod D
gks gXr Egh(m) mod D

Yrrs Egh(m) mod p
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Elgamal % B (25 1)

“ %JJ&‘MJ::
RRAERESpPp =19, Zp* B4 RITg =2, EEFH x=15, iRy
=g*mod p = 2mod 19 =12, NAKAHRZ (p=19,g=2,y=12) ,
o ZHITEE:
wiH EmfHashfEh(m) =16, NIAEEFENEk =11, F&r =gk
mod p =2'" mod 19 =15, k' mod (p-1) =5. B /5itE X 4s = [h(m)-
xr]lk-' mod (p-1) = 5(16-15X15 )mod 18 =17. B H|AX MK 4 HN(15,
17).
o WWUEIHEE:
BEZEBRBIEL (1517) EitEy'rs mod p =121515""mod 19 =5,
g"™ mod p = 2" mod 19 =5 . KIEZHEAy'rs =gM™ (mod p)fH%Z, FHit
B#%E4
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ElgamalZZ FE(RE1MH)

o T Re i E R ALKk,
o TRedE A8 B A9k BN EH & #ATE L
¢ Z FHash& %, TrRE&X AL,
B dm 8 7T A BAE — #E R ST (u,v), ged (v, p-1)

e | +} & . o UV mad mn o ¢ = —rv-!l mad (n—1) M!l
i 1 a i a \p~i/), Ay

(r,s) LAY HE m = sumod pHI— PN AHKEL, XAZH
ygyrrs — yrgusyvs — yrgsuy—r = gsu mod Po a']‘}rll_" ,fi}_ﬂ
Hash & 3 st 5 A 2 B9 SEIGamal M F R L F KooK,
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SchnorrZ Z & A (#ig{Lf&ER)

o HIGtL:
HEEE—-INMRKEHDp, HEIDFREEZBN B, A

5k FE—NMERTTeEZp*, g9=1(mod p), &5 IEEFENLE
1<x<q, TF&y=g* mod p, WAHN(p,q,9,y) » FEHAx.

o B4
PRk, SERHITU T HEEERE (e, s).
r=gk mod p
e=H (r, m)

s=xetk mod q
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Schnorr& 2 &5 X (Y1iE)

w Q@lﬂf
B2 R)E BnfZZ 2 1E (e, s) |5, HITLA TP E:
T&r,Egsye mod p
TEH(r, m)
WIEFEI: H(r,m=e

MRFEXPIL, BXEHL, BNELTLR

%4
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SchnorrZEZ L (IEfTHE)

2% 24 1A i) ) TE A9 1 IR A -
r; g y°mod p

=gs g7*° mod p
=gs*¢ mod p
=gretkxe mod p
=gk mod p
=r
H(r,, m)=e
r=gkmod p; e=H(r,m); s=(xe+k)mod q;
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Schnorr& & &% (5451)

> WIgEAL .

BAK AL Z $D = 23F2q = 11, ¥ (p-1) / q = 2,
WERA R Th = 11 €Zp* , FFitFg = h® D/ amod p =
112 mod 23 =6, WA gimod p = [h®D/a mod pl? mod p
= h®D mod p 1 . BERg#1, HLRgAERIp*x F—/-11
WAERTFAE, RERBA4Ax = 10,3 Ay = g5 mod p =
61 mod 23 =4, MA#)4AAE (p = 23, = 11,8 = 6,y =
4) , #AA (x = 10)
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Schnorr& & &% (5451)

EHIARE:

EEEN LSk =9, 1=sk<10, ift%r =gk mod p =69
mod 23 =16. #&FHe =h(m|r) =13, itHs = (xe+k)
mod g=(10X13+9) mod 11 =7. FIHEEMHNZEL N

(e=13,s=7)

> I FE -
AW EBTHEr, = g5 y°* mod p = 67 X413 mod 23
=16 =r. MF h(m]|r)=h(m]||r)=e=13, FHKBER%
B
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DSAZLF 25

199412 H 3¢ H H Fpn i MH AW 5T AT (NIST, National
Institute of Standard and Technology)1E X\ iifh T #F&44

PrEDSS(Digital Signature

Standard), ‘&R7EEIGamalfl

Schorrfi &4 7 RHEM E it . DSSEYIEINERpA
512LLAF IR E, qQN160LLEFRIEL, B REAZHIHMIET,
NIST}DSSHIZHp M JE R K512 b 453 N 2] A F 512 453

10240 F 2 [H] . Zpik 512

LRI E B, ElGamalZ4 i

KEAN1024LEF, TMDSSHIE L 160 L4 R B g B4 1Y

KEFR 320 L%, Xt KRR 1 776l 2 8] A0 A= 50 i 9 o

HTDSSEA®R AR MG M, FHEDSSKHER =

HKINF . 7L HEDSSF

Signature Algorithm) .

I E YA EFRNVDSA (Digital
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DSARIFZREEL (F1E1k)

BHGEFE M0 LRI R, EEEFE—IKE
1E5122]1024 tb4s Z R KR Ep, EfFp-1REiqERR, &
J5i%k#Eg =h P-Vamod p, HHh2EBE, WE1<h<p-
1, Hg>1.

H P AEFEAR|q2 B RIBENLEX/E N P AL, &y
=g*mod p, HFK2HAN (p,9,9y) -
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DSARIFEZREIZE (F£R)

R P &N Sk, XHEEm, HEFASErfls/= %
Z1E(r,8):
r = (g mod p)mod q;
s £ [h(m)+xr]k-'mod q;
HrhyHashxi %, DSSHrEFHLE T Hash&EiE N
SHA-1&:,
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DSARIFZREIE (L8IE)

X ERENE EmAZAE(r,s)E, #HITUTHED
R
w=s'modq;
u, E[h(m)wlmod q;
u, =rw mod q ;
v=(g"“y"“ mod p)modg
WvRIr TR, Bv=r, WEZEWH; BN, B4
TR
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DSAFIFZREE (IEfE)

KA: r = (g mod p) mod q;
s E[h(m)+xr]k' mod q;
w=sTmodq;

u, E[h(m)w]lmod q;

u, Erwmod q ;

V

(9*y* mod p)modg

Frbh: V E(gul y™ mod p)modq = [(ghmw yw ) mod p] mod g
=[(g"™ g*™) mod p] mod q = [g*™*™I* mod p]mod q = (g

mod p)mod q = (gk mod p)mod g =r
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DSABIFZZERE L (2£44))

¢ Withtk:

BRAEEESp=23, q=11, HF(p1)/q=2. EFEFEHEh =
12€:Zp*, itHEg=h PYamod p=122mod 23 = 6. Bt#Rg#1, MAgER
Zp* HHE—RIqT B TR . BERFEREN IS = 10 iK% 2 1sxsq-1, FFitHy =
g“mod p=6""mod23=4. N AN (p=23,q=11,g=6,y=4) , RN

(x=10) .
- %@i‘ﬁ%

EEPEY LSk =9, i1&r = (gk mod p) mod q = (6° mod 23) mod 11= 5.
MRETHHEKk'mod q=5. fRith(m) =13, +&s =[h(m)+xr] k'mod q = 5X
(13+10X5) mod 11 =7, FHHEEMHELZL N (r=5,s=7) .

“ gﬁﬁf.ﬁﬁ

B2 EBITEwW =s"mod q=8, u,=[h(m)w]mod q=13X8 mod
11=5, u,=rwmodq= 5><8 mod 11 =7, REH&E v=(g“ly”2 mod p)rmdq
= (6°4” mod 23) mod 11 =5=r. FTABERZEL.

CNR@HEU http://machunguang.hrbeu.edu.cn 5%



Elgmal5Schnorri$gExTEL

&R &4 I HELEKRE
ElGamal | T+T, +2T,, | 3T+T,+ Ty, Ip|+|p-1
Schnorr | T+T+T,, | 2T+ T+ Ty, 1q[+|h(m)]

DSA Te+T +2T,, | 2T+ T+ 3T, Als]

TH: u%%i_l—ﬁ:mi—

S

N /N E{Jﬁﬁ_’ﬁ“tﬁz_\

Ea
E2
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ECCZ 25

o ¥tathk:
BALEE-ANMHE B L, AW EMHEHEp(a,b), &#HF
— /AN AR LG
wFE R PRI mF1 P p—1Z 8] &9 R hLdn, 4E 4 A
PegAA4a, HHP= nGHEH B P a9 4A,
o T
Fl P it F RSk, H&EHT T HAFELE(r,s).
kG=(x,y),r =x mod p

s=k-H (m) *n, mod p

2o Xr=0%Ks=0, N5 xMik, ZHPIT LEMTA,
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& sG+H(m)P=(xy, y;), r; =x; mod p.
HEEER: r, =r mod p.
WMRFEAWIL, BREL, TNZELTLH.
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ECCERINHI(IEMME)

25 24 A i) B TE A P4 1R B -
sG+H (m) P
=(k-H(m) n,) G+H (m) P
=kG-H (m) n,G+H (m) P
=kG-H (m) P+H (m) P

=G
FrLA, r, =r mod po
R=kG; P=n,G; s=k—H(m)*n, mod p
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ECCZ & I (15451

¢ ¥IR1L:
BRI 25 NZ,, Ey2=x3+x+4. S S HN: p=23, G=(0,2)
d=9, P=dG =(4,7). 2%HA(4, 7), FEHN9.
o FRILIE:

EEBEN LSk =3, fRiZh(m) =4, NiHE(x,y) = kG = 3(0,2)= (11,9),
r=xmod n=11 mod 23 =11, s=k-H(m) Xn, mod p =3 —-4X9 mod 23 =
13. FMHXmAIEESZ (11, 13).

¢ FhiFid%E:
X2l EB BRAZLZETHE: sG+H(n)P=13G+ 4P = (11,9), r,=Xx,
modn=11mod 29 =11=r. FHKBERZEL.
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AR 75 K

TR TE R

EHFELREENMNA ST, —BSRSEaEEE

A, TEEZRRPTELDORKIZAM Bt

TR, UReXERSRET R B0, MRyEEHSE
HHRA, FETESY: N1 LIATLEREL M

FREZE, oA

PR NT R LRN 2 efeE, 4

REZL; NTERASANE-NMEBRNES, FETZ

HEXAFF, ERXBEFENHARRRER, FELMHS
PRI RFR B T4 BB R — R BT R4 B RS AR H S
EREIER 3 H - ERZ 2o
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K

HEEAR

o HFRHAHIRA

0 FHe-

"RSAHI ¥4

o —
ALIN
S ~

FEB B TS

> ElGamaldkF%4 4
» Schnorr¥ 34 %
> DSA¥F A4

0 FHe-

~ECCE 74
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